
 

  

 

User Guide 

How to use the LSE clock security system to improve clock system 

robustness 

 

 

 

Introduction 

 

The purpose of this document is to help users understand the security monitoring 

function of LSE clocks, improve the robustness of the clock system, improve solution 

security performance, and reducing the development time and complexity. 

This document is only applicable to NSING MCU products. Currently, the supported 

product include N32L43x, N32L40x, and N32G43x series. 
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1 Introduction 

 Overview 

In some application scenarios, LSE failures may occur. Here, a method is proposed to use LSE-CSS to monitor LSE 

failures. When a failure occurs, the system clock can be switched from LSE to LSI, avoid the LSE failure causing 

the system stop running. 

 Introduction to LSE Clocks 

The LSE crystal is a 32.768KHz low-speed external crystal or ceramic resonator. It provides a low-power and accurate 

clock source for real-time clocks or other timing functions. The LSE crystal is enabled and disabled by setting the LSEEN 

bit in the Low Power Domain Control Register (RCC_LDCTRL). The LSERD in the Low Power Domain Control Register 

(RCC_LDCTRL) indicates whether the LSE crystal oscillator is stable. During the startup phase, the LSE clock signal is 

not released until this bit is set by hardware. If enabled in the clock interrupt register (RCC_CLKINT), an interrupt request 

can be generated. 

 Introduction to LSI Clocks 

The LSI RC can provide clocks for IWDG and AWU in the STOP2 and STANDBY mode. The LSI clock frequency is 

about 40KHz. The LSI RC can be enabled or disabled by the LSIEN bit in the Control/Status register (RCC_CTRLSTS). 

The LSIRD bit in the Control/Status register (RCC_CTRLSTS) indicates whether the low-speed internal oscillator is stable. 

During the startup phase, the clock is not released until this bit is set by hardware. If enabled in the clock interrupt register 

(RCC_CLKINT), an LSI interrupt request can be generated. 

 Introduction to LSE Clock Security System (LSECSS) 

The LSE clock security system is activated by enabling the LSECLKSSEN bit in the Low Power Domain Control Register 

(RCC_LDCTRL). The LSECLKSSEN bit can be cleared by a hardware reset or RTC software reset or after detection of 

an LSE fault. When the LSE and LSI are enabled and ready, the LSECLKSSEN bit must be enabled after configuring the 

RTCSEL to select the RTC clock source. If an LSE failure is detected,  LSE will no longer be provided to the RTC, but 

the RTCSEL bits will not be modified by hardware to switch the RTC clock source. In STANDBY mode, an LSE clock 

failure will trigger a wakeup. In other modes, an interrupt can be generated to wakeup, and then software can clear the 

LSECLKSSEN bit and turn off the LSE, and changing the clock source of the RTC, and other measures to ensure 

application security. The frequency of the LSE oscillator must be higher than 30KHz to prevent LSECSS false detection. 

 Applicability 

This Demo is only applicable to N32L43x, N32L40x, N32G43x series MCU, supports KEIL5 platform. 

[SDK-VER  1.1.0] 

Release Date: 2021-11-30 
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2 Hardware Environment 

 Demo Function 

This demo mainly shows the developer how to switch the peripheral clock source to the LSI when the LSE fails, the 

system monitors the LSE clock, waits for the LSE to recover, and then switches the peripheral clock source from the 

LSI to the LSE.  
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 Hardware Platform 

Figure 2–1 Hardware Platform 

 

 

Table 2-1 Hardware List 

No. Resource Illustrate Remark 

1 NS3602_SOCKET_LQFP48_V1.0 Nations LQFP48 package test socket   
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2 N32G435CBL7 MCU  

3 Demo Explain  

 Demo Process 

Figure 3–1 Demo Flowchart 
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 Demo Analyze 

3.2.1  USART1 Log Serial Port Initialization 

Figure 3–2 USART1 Serial Port Initialiaztion 
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3.2.2 Enable LSE 

Figure 3–3 User_EnableLse() Function 
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3.2.3 Enable LSI 

Figure 3–4 User_EnableLsi() Function 
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3.2.4 Enable LSE-CSS Monitor 

Figure 3–5 RCC_EnableLSEClockSecuritySystem() Function 

 



 

 9/18 

 

3.2.5 Enter STOP2  

Figure 3–6 User_EnterSTOP2_Fun() Function 
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3.2.6 Initialize LPTIM and LPUART  

Figure 3–7 USER_LPTIM_Init() and User_LPUART_Init() Function 
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4 User Guide 

 Reset MCU 

Figure 4–1 Reset MCU 
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 Generate LSE Fault 

Figure 4–2 Generate LSE Fault 
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 LPTIMER Switch Clock Source 

Figure 4–3 LPTIMER Switch Clock Source 

 



 

 14/18 

 

 MCU Wakes Up From STOP2 

Figure 4–4 MCU Wake Up from STOP2 Mode 

 

 MCU Enter STOP2 Sleep Mode 

Figure 4–5 MCU Enter STOP2 Mode 

 



 

 15/18 

 

 MCU Periodically Woken Up 

Figure 4–6 MCU Periodically Woken Up 

 



 

 16/18 

 

 LSE Recover 

Figure 4–7 LSE Recover 

 

 LPTIMER Switches The Clock Source to LSE 

Figure 4–8 LPTIMER Switches the Clock Source to LSE 
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5 Version History 

Version Date Changes 

V1.0 2020.11.30 Initial release 
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6 Disclaimer 

This document is the exclusive property of NSING TECHNOLOGIES PTE. LTD.(Hereinafter referred to as NSING). 

This document, and the product of NSING described herein (Hereinafter referred to as the Product) are owned by 

NSING under the laws and treaties of Republic of Singapore and other applicable jurisdictions worldwide. The 

intellectual properties of the product belong to Nations Technologies Inc. and Nations Technologies Inc. does not 

grant any third party any license under its patents, copyrights, trademarks, or other intellectual property rights. Names 

and brands of third party may be mentioned or referred thereto (if any) for identification purposes only. NSING 

reserves the right to make changes, corrections. enhancements, modifications, and improvements to this document at 

any time without notice. Please contact NSING and obtain the latest version of this document before placing orders. 

Although NATIONS has attempted to provide accurate and reliable information, NATIONS assumes no 

responsibility for the accuracy and reliability of this document. It is the responsibility of the user of this document to 

properly design, program, and test the functionality and safety of any application made of this information and any 

resulting product. In no event shall NATIONS be liable for any direct, indirect, incidental, special, exemplary, or 

consequential damages arising in any way out of the use of this document or the Product. 

NATIONS Products are neither intended nor warranted for usage in systems or equipment, any malfunction or failure 

of which may cause loss of human life, bodily injury or severe property damage. Such applications are deemed, 

Insecure Usage’. Insecure usage includes, but is not limited to: equipment for surgical implementation, atomic energy 

control instruments, airplane or spaceship instruments, all types of safety devices, and other applications intended to 

supporter sustain life. All Insecure Usage shall be made at user's risk. User shall indemnify NATIONS and hold 

NATIONS harmless from and against all claims, costs, damages, and other liabilities, arising from or related to any 

customer's Insecure Usage Any express or implied warranty with regard to this document or the Product, including, 

but not limited to. The warranties of merchantability, fitness for a particular purpose and non-infringement are 

disclaimed to the fullest extent permitted by law. Unless otherwise explicitly permitted by NATIONS, anyone may 

not use, duplicate, modify, transcribe or otherwise distribute this document for any purposes, in whole or in part. 
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